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6-A – Resolution 
 
 

Resolution offered by Mayor Tenke and seconded by: __________________________ 

 

BE IT RESOLVED, that the City Council hereby authorizes budget transfers and 
amendments as submitted and reviewed by the City Controller. 
 
(See attached)  
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                           6-B – Resolution  

 
 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 

 

 
BE IT RESOLVED, that the City Council hereby designates Rocco Graziosi the Stormwater 

Management Officer, pursuant to section 237-4 of Chapter 237of the City Code.  
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6-C – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: _____________________________ 
 
 
 

BE IT RESOLVED, that the City Council herby authorizes the Mayor to accept the annual accident 
and sickness insurance policy renewal with National Union Fire Insurance Company underwritten by 
Volunteer Firemen’s Insurance Services, Inc. (VFIS) for the City of Glen Cove Volunteer Fire Department at 
a premium of $7,291 for a one year term effective December 1, 2020 through December 1, 2021. 

 
Budget Line: A3410-55428 
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6-D – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 
 
 
 

BE IT RESOLVED, that the City Council herby authorizes the Mayor to accept the annual enhanced 
cancer care policy renewal with ACE American Insurance Company, a Chubb Group company and 
underwritten by Glatfelter Specialty Benefits for the City of Glen Cove Volunteer Fire Department at a 
premium of $19,560 for a one year term effective January 1, 2021 through January 1, 2022. 

 
Budget Line: A3410-55428 
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6-E – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 
 
 

Resolution authorizing the City Council to accept the proposal of Walden Environmental 
Engineering, PLLC, for professional engineering and inspection services for the Lead Service Line 

Replacement Program 

WHEREAS, the City of Glen Cove Purchasing Agent, Department of Public Works (“DPW”) and 
Community Development Agency (“CDA”) were authorized to advertise a Request for Proposals (“RFP”) from 
professional engineering consulting firms to provide design, engineering, and construction 
inspection/monitoring services for the Lead Service Line Replacement Program (“LSLRP”); and 

WHEREAS, the New York State Department of Health (“NYSDOH”) contract number for this project 
is DOH01-C34901GG-3450000 and was approved as Glen Cove City Resolution 6-C on May 12, 2020; and 

WHEREAS, the professional engineering and inspection services for the LSLRP is funded through the 
above-stated NYSDOH contract, with $62,700 in State funding and a City share of $0; and 

WHEREAS, after review and evaluation of proposals submitted by qualified responders by the 
Selection Committee and an interview held with Walden Environmental Engineering, PLLC (“Walden”), 
Walden is determined to be the most qualified firm having appropriate project staffing, experience with projects 
of similar scale and nature, and understanding of applicable requirements; and 

  WHEREAS, the value of the proposal submitted by Walden shall not exceed $62,660; and 

WHEREAS, with due deliberation and consideration the Selection Committee, with the concurrence 
of the City Council, has determined and concluded it is in the best interests of the City to accept the proposal 
of Walden; and 

NOW, THEREFORE, BE IT RESOLVED, that the City Council hereby authorizes the Mayor to 
accept the proposal of and enter into an agreement with Walden Environmental Engineering, PLLC, having an 
office at 16 Spring Street, Oyster Bay, NY 11771, in an amount not to exceed $62,660. 

 

Budget Line: H8300-52260-2037 
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6-F – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: ___________________________ 
 

 

BE IT RESOLVED, that the City Council hereby authorizes the Mayor to sign a contract amendment 
with D&B Engineers, who were initially approved for the study, design, bidding oversight and construction 
management of the PTAS at Seaman Road, for an additional amount of $267,000. 

 
Budget Line: H8300-52260-1826 
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6-G – Resolution  
 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 
 

 

BE IT RESOLVED, that the City Council herby authorizes the Mayor to enter into a contract with 
Dom's Tree Service Inc., retroactive to 12/3/2020, in the amount of $5,120.00 for the cutting, transporting, 
and positioning of a tree. 

 
 
Budget Line: A7550-55557 
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6-H – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 
 

 

BE IT RESOLVED, that the City Council herby authorizes the Mayor to purchase of a BP-HP 
BactroPAC hp backpack electrostatic spray unit and supplies from Bactronix Corp. in the amount of 
$8,625.90 

 
Budget Line: A8760-55521 
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6-I – Resolution  

 

Resolution offered by Mayor Tenke and seconded by: ____________________________ 
 

 

BE IT RESOLVED, that the City Council herby authorizes the Mayor to enter into a contract with 
Ocean Computer Group to provide IT Services for a one-time fee of $3,500 and a monthly fee of $7,000, on a 
month to month basis. 

 

Budget Line: A1680-55438 
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OceanWATCH Service Offering to the City of Glen Cove 
Ocean Computer Group, Inc. is proposing our OceanWATCH Managed IT Services to satisfy and exceed the 
Information Technology Network and Support requirements of the City of Glen Cove. 
 

OceanWATCH is an all-inclusive offering with onsite support as needed and no limitation on hours. Our 
OceanWATCH offering provides proactive, value-added services that a traditional reactive hourly support or 
scheduled weekly visits arrangements cannot satisfy. 
 

The City of Glen Cove will have access to our Ocean Computer Group, Inc. staffed help desk to remotely 
resolve issues that arise and onsite support as needed, with 24 x 7 support availability for critical issues.   
All support staff are salaried employees in the State of NJ.  
 

Our extensive experience in supporting the applications and needs of Municipalities, Police Departments, 
Prosecutors Offices, K-12 and Higher Education will be an asset to the City of Glen Cove. 
 

Ocean Computer Group, Inc. maintains and hold specializations from the major manufactures used by many 
municipalities. These include but not limited to Dell, Cisco, SonicWALL, Watchguard, VMware, Microsoft, 
IBM, HP and Barracuda. 
 

In addition to responding to the support needs as outlined in the RFP and the City of Glen Cove staff, the 
OceanWATCH FIPS 140-2 compliance platform provides.

• 24x7 Monitoring 

• Ticketing 

• Tracking 

• Problem Resolution 

• Patch Management  

• Change Management 

• Reporting and Analytics 

 

Security Safeguards 
A major component and focus of our service offerings is Security. Statistics show that local governments have the 
second highest rate of attacks and have more than tripled over the last 12 months.  
 

To help protect your assets, we will continually assess your infrastructure and systems utilizing our 14-point 
security framework derived from the National Institute of Standards and Technology (NIST)  
Cyber Security Framework. In addition, OceanWATCH includes quarterly security awareness training at no 
additional charge to educate employees on how to protect the organization’s most important asset: DATA.  
 

vCIO Expertise 
The City of Glen Cove will work with an Ocean Computer Group vCIO to consult with your management staff on 
how to maximize your return on investment of your IT resources. The vCIO will continually review 6 key areas: 
 

1. 15-point Cyber Security Framework 
2. Core Infrastructure 
3. Server Infrastructure 

4. Business Continuity 
5. Software 
6. Hardware 

 

In addition, the vCIO will work alongside the IT Department Director to develop a comprehensive long-term IT 
plan. 
 

Onboarding and Assessment 
During the onboarding phase, we will perform a full 250-point assessment to identify areas that need to be 
addressed.  The Initial onboarding of the City of Glen Cove will start with the deployment of tools and 
assessments that will allow Ocean Computer Group, Inc. to assess the present state of the network, create 
baseline documentation and lay the groundwork for a successful engagement.  
 

We thank you for your consideration.  

Summary 
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Ocean Computer Group, Inc. has been a leading service provider for over 35 years providing support and 
assistance to our public clientele following proven management methods and best practices.  

Our experience and innovative approach to providing services will allow us to be your trusted advisor and 
implement support and solutions that will save money, maximize your budget, and provide your departments 
with the support they need. 

Our core principles include: 

1. Focus on the client. 
2. Stable Leadership. 
3. Involvement of our Employees. 
4. Best Practices and Processes. 

5. Continuous improvement and professional education. 
6. Accountability. 
7. Vendor relationships and support. 

 
We leverage industry leading tools to help provide efficient timely service. These tools give us the insight 
and policy-based management to provide faster time to resolution and proactive analysis for your end to 
end infrastructure from desktop to LAN/WAN to server to your perimeter firewall.  

Our FIPS 140-2 compliant OceanWATCH platform provides industry leading ticketing, tracking, problem 
resolution, patch management change management, reporting and analytics.  

By including our OceanWATCH managed services offering along with traditional onsite support, Ocean 
Computer Group will increase the amount of support delivered and user satisfaction than just a traditional 
on-site only staffing solution can provide. 

Ocean Computer Group, Inc. is the largest Dell Services provider in the state of NJ and a top 5 Geo Partner 
Services provider in the United States performing services such as: 

• Office 365 Migrations 

• Virtual Server Infrastructure 

• Storage 

• Backup and Disaster Recovery implementations 

• Data migrations 

Dell subcontracts Ocean Computer Group to design and implement complex infrastructure solutions in the 
public sector, including municipalities, counties, and state. 

Ocean has deployed over 10,000 systems to NJ Courts, NJ Kids, NJ Taxation, NJ State Police and NJ Mental 
Health Institutions. These services included imaging, data transfer, upgrades, data cleansing, disposal, and 
warehousing. We are confident that our 35+ years of experience working directly with public entities, 
demonstrates our ability to deliver the services required. 

Ocean Computer Group has been an IBM Premier Partner since 1994 and has a core competency in the 
AS/400, RISC, AIX, IBM i and IBM Power platforms. Other key strategic relationships include: 
 

DELL/EMC, Cisco, Lenovo, SonicWALL, Barracuda, Microsoft, VMware, Trend Micro and Quest Software.  
We also work with and support many other popular vendors which allow us to access resources that may 
not readily be available for our clients. 

 

 

Company Background 

and Experience 
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Legal Name: Ocean Computer Group, Inc. 
Office Address: 90 Matawan Road 

Suite 105 
Matawan, NJ  07747 

Phone: (732) 493-1900 
Fax: (732) 918-2613 
Website: www.oceancomputer.com 
Ownership: Louis Tsotakos 
Title: President 
Email: lat@oceancomputer.com 
Phone: (732) 493-1900 - Extension 250 
# of Employees  35 

 

 

Ocean Computer Group Inc. Contact List 

 

Primary Contact Person 

  

Name Title Phone Email 

Louis Tsotakos President 732-242-0250 lat@oceancomputer.com  

Ken Dominguez Account Executive / vCIO 732-918-4686 kdominguez@oceancomputer.com  

John Karpinski Director of Professional Services 732-242-0264 jkarpinski@oceancomputer.com  

Sarunas Petrauskas MSP Team Leader 732-242-0251 spetrauskas@oceancomputer.com 

Michael Ju Inside Sales 732-242-0265 mju@oceancomputer.com 

Level 1 Support phone/email/ automated ticketing  
732-493-1900 

Option 3 
service@oceancomputer.com  

Name Title Phone Email 

Ken Dominguez 
vCIO / Sr. Account Manager,  
Public Accounts 

732-918-4686 kdominguez@oceancomputer.com  

Company Contact and 

Address Information 

http://www.oceancomputer.com/
mailto:lat@oceancomputer.com
mailto:lat@oceancomputer.com
mailto:kdominguez@oceancomputer.com
mailto:jkarpinski@oceancomputer.com
mailto:spetrauskas@oceancomputer.com
mailto:mju@oceancomputer.com
mailto:service@oceancomputer.com
mailto:kdominguez@oceancomputer.com
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OCG’s strategic alliances and partnerships enable us to 
offer the top technologies in the industry.  

After completing a project, we continue to provide post-
sales support and consulting services as needed with our 
team of experienced senior consultants, architects, and 
engineers. 

Clients count on us to stay up to date on the newest 
technology trends as they come on the market, and we 
are constantly exploring and evaluating new solutions to 
expand our portfolio of best-in-class solutions. Regulatory 
compliance is important to us and our clients and we 
ensure that our teams trained in regulations affecting 
government, municipalities, education, higher education, 
and commercial businesses. 

 

 

 

 

 

 

 

 

 

OCG recognizes that to support rapid growth, we must 

provide consistent, high quality, and responsive services 

while maximizing resource utilization and managing costs. 

OCG accomplishes this, in part, through a formal set of 

robust Operational Practices aligned with the Information 

Technology Infrastructure Library (ITIL) Service 

Management processes. These practices consist of a set 

of guides, tools, roles, and measurements that enable 

OCG to effectively manage the delivery of consistent and 

reliable infrastructure services. 

 

 

  

Hardware and  

Software Partnerships 
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OceanWATCH Benefits 
• FIPS 140-2 Compliant Platform 

• 24x7 System, Security and 

Network Monitoring 

• 24x7 Onsite for Critical Failures 

• Critical and Emergency 

Notifications 

• Alert client to critical conditions, 

failures, and patches 

• Secure Password Management 

• Change Management 

 
 

Servers & Workstations, Laptops 
and Mobile Device Terminals 
• Proactively Monitor & Manage  

Servers for uptime and 

availability 

• Operating System Patching 

• Monitor critical Windows Server 

Services 

• Reboot servers if needed 

• Update Server Hardware 

Firmware 

• Scheduled off time server 

maintenance 

• Monitor Memory Usage to 

maintain uptime and 

performance 

• Monitor Hard drives for failures  

that can cause outages 

• Monitor and manage Hard drive  

disk space 

• Resolve daily user issues such as 

printing application access and 

error conditions 

 

VCIO 
• Conduct a full audit of the 

client’s environment 

• Understand the business goals 

• Identify the challenges they are  

facing in their key drivers 

• Develop a dynamic technology 
roadmap  

• Conduct quarterly technology and 
security reviews

WAN / LAN Network 
• Automated inventory, that 

creates a profile for every device 

on a network 

• Network documentation and 

Topology 

• IP address management and 

which devices are using them 

• Real-time mapping of your 

network that proactively 

notifies us to changes or 

problems that may arise, so 

they can be remediated quickly 
 

Active Directory / 
Workgroup Administration 

• Manage Active Directory / 

Workgroup account policies 

• Manage Server Permissions and 

file system management 

• Set up new users, including 

login restrictions, passwords, 

security, applications 

• Set up and change security for 

users and applications 

• Create new directories, shares 

and security groups, new 

accounts, disable/delete old 

accounts, manage account 

policies 

 

Firewall Security 
• Check, Manage and Monitor firewall 

logs for errors or critical issues 

• Intelligent reporting and activity 

visualization 

• Centralized logging 

• Real-time and historic next 

generation syslog reporting 

• Application traffic analytics for 

better insight into network 

activity and threats 

• Real-time and historic data flow 

reporting 

Desktop Security 

• Install and manage NexGen Anti 

Viruses with endpoint Detection 

and Response (EDR) 

• EDR collects and visualizes 

comprehensive information 

about endpoints 

• Uncover advanced threats not 

recognized by the firewall 

• Desktop Rollback remediation 

 

Data Protection 
• Monitor and Confirm that 

backup has been performed 

daily and replicated 

• Check and validate status of 

backups procedures 

• Document and validate 

retention time 

• Perform bi-yearly targeted 

restores to assure valid backup 

data 

 
 

Dark Web Monitoring 
• Monitor the dark web for stolen 

corporate credentials of your 

users  

• Protect against a breach with 

early detection of compromised 

user credentials 

• Be alerted as soon as 

compromised user credentials 

are discovered on the dark web 

 

 

Security Awareness Training 
• Simulated Phishing Attacks & 

End User Training 

• Measured detail reports and 

analytics  

 

OceanWATCH  

Managed IT and Networking Services 
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The foundation of a successful service strategy are the tools used to manage, collect, and disseminate 

information to our internal team. Ocean Computer Group, Inc. is focused on providing an array of systems 

engineering tools and associated techniques for designing, controlling, and improving the overall IT health of 

our customers. Here are some of the best in breed products we use in our portfolio: 

• FIPS 140-2 Compliant Platform  

• 24x7 System, Security and Network Monitoring  

• 24x7 Onsite for Critical Failures  

• Critical and Emergency Notifications  

• Alert client to critical conditions, failures, patches 

• Secure Password Management  

• Change Management 

• Help Desk and Ticketing 

• Infrastructure Management 

• Remote support 

• Faster time to resolution 

• Project planning and management 

• Automation 
• Patching 

• Reporting 

 

Professional Services Automation tool (PSA). The benefits allow our MSP 

customers to receive better faster service including better resource 

scheduling and on-time project delivery.  Included is our ticketing system to 

document all details of projects, requests, and issue resolution that includes 

our automated helpdesk and customer portal. Our PSA maintains 

collaboration and communication across departments and teams.  

 

A Market leader in remote monitoring and management (RMM). Kaseya 
integrates tightly with ConnectWise and provides remote access to devices 
allowing issues to be remediated faster, eliminating the need to travel to each 
location.  Automated audit reports at the push of a button keeps auditors 
satisfied and systems in compliance. Streamlined IT efficiency enables the entire 
IT infrastructure to be managed through a single-pane-of-glass view.  

 

Allows Ocean Computer Group to efficiently and effectively manage ethernet 

networks. Networks are incredibly complex and managing them has traditionally 

involved many time-intensive manual tasks like typing arcane commands and 

tracing wires by hand, manually drawing network maps, and backing up network 

device configurations.  

Auvik provides real-time mapping of your network, includes automated inventory 

that creates a profile for every device on a network. We build out your network 

documentation, showing how everything on a network is connected and provide a  

list of all the IP addresses currently in use and which devices are using them.  

 

This service will help identify, analyze, and proactively monitor for compromised 
or stolen user credentials and data.  

• Proactive Identity monitoring for employees.  

• Monitor the dark web for compromised credentials and sensitive data 
notifies a business owner when problems arise.  
 
 

OceanWATCH  

MSP Automation / Support Tools 
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Allows both the City of Glen Cove and Ocean Computer Group complete 

awareness of the state of the network that we are managing. This is an overall IT 

assessment tool to discover Domain controllers, applications and operating 

systems, AD health, server and PC aging, security permission etc. 
 

Passportal provides simple yet secure password and documentation management 

tailored for the operations of an MSP. The platform is cloud-based and offers 

channel partners automated password protection and makes storing, managing, 

and retrieving passwords & client knowledge quick and easy from virtually any 

connected device. 
 

TruMethods’ software, myITprocess, is the industry’s first technology success 

platform that manages your IT standards library, helps you easily perform 

alignment reviews and builds an IT roadmap, strategy and budget. 

 

  

OceanWATCH  

MSP Automation / Support Tools (con’t) 
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The Virtual CIO 
The City of Glen Cove will have the support of a Virtual CIO (vCIO) leveraging the myITprocess tools and 
methodology to deliver a continual plan of success. The role of the vCIO is to work with the City of Glen 
Cove stakeholders and/or Business Administrator to continually deliver value, high level of service and 
support while assisting to recommend standards, best practices, and long-term planning.  

 

 
 

 

 
 

 

 

The vCIO’s responsibility is to: 
• Work with the City of Glen Cove BA / Staff 

• Ongoing Consultation with the Site Manager 

• Assist in developing standards and best practices 

• Assist in technology recommendations 

• Strategic IT planning 

• Technology roadmaps 

• Assist in budget creation 

• Assist in acquiring additional resources, if needed 

The myITprocess methodology provides: 
• Comprehensive library of IT standards 

• Industry compliance guidelines such as CJIS and HIPPA 

• Complete impact assessments 

• Helps to identify areas of concern 

• Deliver a strategic roadmap  

 

  

OceanWATCH  

vCIO Support Resource 
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Ocean Computer Group has adopted a set of standard principles guidelines for onboarding new customers.  

As part of our onboarding process, we execute an assessment of your current IT environment and  

compare it with industry and sector best practices.  

 

The assessment is a mix of tools and a proven standards library that will focus on 6 critical areas of your IT 

environment covering over 250 questions in the following areas: 

• Cyber Security 
(15-point & NIST Cyber Security Framework) 

• Core Infrastructure 

• Server Infrastructure 

• Business Continuity 
• Software 

• Hardware 

 

The results of the assessment will help to identify critical issues that should be addressed right away and 

assist in creating a long-term strategic IT roadmap with the City of Glen Cove. 
 

Listed below is a sample of the standards library utilized by Ocean Computer Group, Inc. during our 

onboarding phase: 

Type  Name  Question 
Priority  Question Text 

SECTION - SECURITY 
Category: Physical Security 

Question  Dedicated Room High The server room is isolated and not used for any other business-related functions (files, 
employee office space, etc.)? 

Question  Server Room Access  High  Access to the server room is limited to personnel who require such permissions? 

Question  Physical Security Protection 
Mechanisms High 

The appropriate physical security protection mechanisms are in place for the server and its 
networking components such as locks, card reader access, security guards, or physical 
intrusion detection systems (cameras, motion sensors)? 

Question  Physical Access Availability  High  The door to the server room is locked at all times? 
Question  Server Hardware Locking Mechanism Medium  Servers are physically located in a lockable server rack or cabinet? 
Question  Elevated Equipment  High  Equipment is elevated off of the floor? 
Category: Password Policy & Procedures 
Question  Organizational Password Policy  High  Is a secure password policy in place? 
Question  Password Length  High  Does the password policy require a minimum length of 8 or more characters? 
Question  Password Complexity High  Does the password policy require minimum complexity (capital letters, numbers, symbols)? 
Question  Password Aging High  Does the password policy require passwords be changed after a specified number of days? 
Question  Password Reuse  High  Does the password policy prevent passwords to be reused? 
Question  Password Security  High  Does the password policy have unencrypted passwords or reversible encryption disabled? 
Question  Password Expiration  High  User passwords are set to expire after a specified amount of time? 
Question  Password Authority High The password policy designates who is allowed to change or reset passwords AND if proof 

is required before initiating any changes? 
Question  Password Lockout Policy High The password policy denies future logins for a set period of time after a specific number of 

failed attempts? 
Question  Last Logon  Medium  Last Login is enabled in Group Policy? 
Question  Single Sign On  Medium  Single Sign On is enabled with any Active Directory integrated software? 
Question  Inactive Session Timeout  High  Inactive user sessions are automatically locked after a designated period of time? 
Question  Inactive User Accounts  High  User accounts not used in the last 90 days have been disabled? 
Category: Other Policies & Procedures 

Question  Access Controls High File access controls are implemented to enforce separation of duty and unauthorized user 
access? 

Question  Data Accessibility High A policy is in place to periodically examine the services and information accessible on the 
server and to determine necessary security requirements? 

Category: Antivirus 
Question  Antivirus / Antimalware Management High Antivirus and antimalware software is centrally managed? 
Question  Antivirus Updates  High Software updates antivirus definitions every 24 hours? 
Question  Active Scanning  High An active scan is performed at least once per week? 
Question  EDR  High Is there an Endpoint Detection and Response Solution in place 
Question  Agent Deployment  High Do All systems have AV and EDR Agents Deployed. 
    

  

Our Framework is a  

Dedicated MSP Process 
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Category : Remote Access 
Question  Virtual Private Network Authentication  High Do VPN/Remote Users authenticate with Active Directory credentials? 
Question  Remote Access Policy  High A Remote Access policy is in place? 
Question  Essential User Remote Access  High Remote access is granted only to essential users? 
Question  Remote Server Administration Policy High A policy is in place to control the administration of servers remotely via Remote Desktop or 

SSH protocols? 
Question  Encryption Level  High The encryption level of the remote connection is AES 256 at minimum? 
Question  Remote User Access Audit  High Logs are kept for remote access periodically? 
Question  Multi-Factor Authentication  Medium Multi-factor Authentication is enabled for remote users? 
Question  Unauthorized Third Party Applications High Third party remote access applications are not installed on workstations or servers? 
Category: Web Content Filtering 
Question  Web Filtering Service  High A filtering hardware or service is in place to block malicious sites and links? 
Question  Active Service Contract  High The filtering service or device has an active service contract? 
Question  Minimum Security Policy  High The environment has a minimum active policy to protect against threats? 
Question  Category Filtering Policy  High Category filtering has been discussed with the client to ensure proper protection? 
Question  Remote User Filtering  High Remote employees using corporate-owned equipment are filtered? 
Category: Training 

Question  User Awareness High Users regularly receive training on identifying and preventing the download of malicious 
content? 

Question  Phishing Security Test  High Is a Phishing Security Test performed at least annually? 
Category: NIST 
Question  Host IDS/IPS  High Is IDS/IPS Solution implemented on Network? 
Question  Mobile Device Security  High Are all Mobile Devices Encrypted? 
Category: Cyber Security 

SECTION - CORE INFRASTRUCTURE 

Category: Local Area Network 
Question  Enterprise Switches  High  Production switches are enterprise grade? 
Question  Gigabit Switches  High  All core production switches are gigabit speed? 
Question  Core Server Connectivity  High  All production hardware is patched to a gigabit switch? 
Question  Workstation Connectivity  High  All workstations are patched into gigabit switches? 
Question  Visual Inspection  High  All network equipment status lights are showing OK? 
Question  Switch Capacity  Medium  Do all switches have at least 20% capacity remaining? 
Question  Core Switch Stacking  Medium  Core switches are uplinked using stacking cables? 
Question  Core Switch Redundancy  High  Core switches are configured for redundancy with independent links? 

Question  Configuration File Backup High 
A backup of the switch configuration file is no older than 3 months and is stored for quick 
retrieval? 

Question  Server Core Uplink  High  Servers are connected directly to the core switch? 

Question  Hardware Support Medium 
Switches without hot spares have active support contracts for 24/7 support and instant 
replacement? 

Question  Hardware Manufacturer  High  Are all production switches from a reputable manufacturer? 

Question  Spanning Tree  High  Spanning Tree Protocol is enabled on all switches? 

Question  QoS for Voice Traffic  Medium  Quality of Service is enabled for voice traffic? 

Question  Network Segregation  High  Networks are segregated using VLANS if necessary? 

Question  Switch Firmware  High  Firmware on core switches is up to date? 

Category: Firewall 
Question  Enterprise Firewall(s)  High  Production firewall is enterprise grade? 

Question  Firmware Versioning  High  Firewall firmware or operating system is no older than 12 months? 

Question  Service/Support Contract  High  Support contract has more than 6 months remaining? 

Question  Documentation  High  Documentation on device and all functions are recorded? 

Question  Open Firewall Ports  High  Unnecessary ports are closed and not accessible from outside the network? 

Question  Secure Remote Management  High  Remote management by HTTPS or SSH is enabled on the device? 

Question  Annual Password Reset  High  Administrator passwords are reset annually? 

Question  SNMP Monitoring  High  Device is monitored using SNMP tools? 

Question  Configuration File Backup High 
A backup of the firewall configuration file is no older than 3 months and is stored for quick 
retrieval? 

Question  DPI SSL  High  Is DPI SSL Enabled and Deployed? 

Question  Capture  High  Is Capture Enabled? 

Question  Geo IP  High  Is GEO IP Filtering Enabled? 

Question  ATP  High  Is ATP Enabled? 

Category: Wide Area Network 
Question  Failover Internet Connection  High  An automated failover internet connection is configured? 

Question  Internet Speed and Performance  Medium  Is the internet speed adequate for the organization's needs? 

Question  Internet Type  High  Internet connection type fits the organization's needs? 

Question  Static IP Address  High  Is the primary internet connection assigned a static IP address? 
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Question  Configuration File Backup High 
A backup of any WAN device configuration file is no older than 3 months and is stored for 
quick retrieval? 

Question  ISP Documentation  High  All information regarding Internet Service Provider is documented? 

Category: Cabling 
Question  Cable Management  Medium  Cables are managed using Panduit management or other? 

Question  Color Coding  Medium  Cables are coded by function if necessary? 

Question  Documentation  High  Documentation regarding the cabling has been recorded? 

Question  Plenum Cabling  Medium  All cables running through walls and ceilings are rated as Plenum? 

Question  Category 5e  High  All cabling is a minimum of Cat 5e? 

Question  Patch Panel  High  All structured cabling terminates to a patch panel? 

Question  Neat and Organized Cabling  Low  Is cabling neat and Organized? 

Category: Wireless 
Question  Enterprise Hardware  High  Production Wireless Access Points are enterprise grade? 
Question  Hardware Lockdown  Medium  Wireless Access Points are physically mounted to the ceiling? 
Question  RADIUS Authentication  Medium  RADIUS authentication is configured if there are more than 50 users? 
Question  WPA2 Authentication Security  High  All private wireless connections use WPA2 with AES? 
Question  Strong Passphrase Change Annually High  All private wireless connection keys use a strong passphrase? 
Question  MAC Filtering  Medium  MAC address filtering is enabled on the wireless network? 
Question  Static IP Address  High  Each access point has a static IP address assigned? 
Question  User Access Policy  High  Is a user access policy in place for wireless usage? 
Question  User Access Management  High  Is the responsibility of approving or denying wireless access to employees assigned? 
Question  Public Wireless Segregation  High  Public wireless access is segregated from the internal wireless? 
Question  Guest Access Web Filtering  Medium  Guest wireless access is protected by internet content filtering? 
Question  DHCP release  Medium  DHCP addresses are set to expire within a reasonable amount of time? 
Question  Wireless LAN  Medium  Workstations and laptops are configured to turn wireless off when hardwired? 
Question  Default SSID  High  The SSID has been changed from the default value? 
Question  Visible SSID  High  SSID is not visible when searching for a wireless network? 
Question  Change Default Passwords  High  The administrator passwords are changed on an annual basis? 
Question  Firmware Updates  High  Wireless Access Points are regularly updated with the latest firmware? 
Question  Monitoring  High  Wireless networks are monitored for malicious activity or failed login attempts? 
Question  Rogue Access Points  High  The environment is checked every 6 months for rogue access points? 

SECTION – SERVER INFRASTRUCTURE 

Category: Virtual Host 
Question  Hardware Compatibility List  High  Server hardware is on the manufacturer's hardware compatibility list? 
Question  CPU Considerations  High  Server CPU is compatible with all necessary hypervisor features? 
Question  Storage Considerations  High  Back end storage is properly configured for the workload? 
Question  Memory Considerations  High  The amount of memory installed in the virtual host is sufficient for the guest machines? 
Question  Hardware Networking Considerations High  The proper Network Interface Cards (NIC) are configured based on the operation of the 

server? 
Question  Hardware BIOS Settings  High  BIOS settings are configured for optimal performance? 
Question  Hypervisor Considerations  High  The hypervisor software is optimal for the environment? 
Question  Supported Hypervisor  High  The hypervisor software is a licensed, paid version? 
Question  Email Alerts High  Email alerts are configured on the hypervisor to notify administrators of system anomalies? 
Question  Visual Inspection  High  All server status lights are showing OK? 
Question  RAID Controller  High  All servers are using hardware RAID controllers? 
Question  RAID Configuration  High  A redundant form of RAID is configured for all servers? 
Question  Hot Swappable Drives  Medium  Hard drives are hot swappable? 

Question  Global Hot Spare  Medium  A global hot spare is available in the server? 

Question  Storage Utilization  Medium  There is at least 20% free space on all drives and datastores? 

Question  N+1 Server Configuration  Medium  Host servers are configured for N+1 resiliency? 

Question  Hypervisor Tools  High  Latest version of hypervisor tools are installed on all virtual servers? 

Question  Remote Access Enabled  High  Physical server has DRAC or iLO configured and operational? 

Question  Hardware Warranty  High  Server warranty does not expire in the next 6 months? 

Question  Hardware Age  High  Hardware is less than 5 years old? 

Question  BIOS Automatic Startup  High  Servers are configured to automatically startup when power is restored? 

Question  Virtual Machine Auto Start High  Virtual machines have been configured to automatically boot when the hypervisor starts up? 

Question  Documentation  High  Information related to the virtual host is documented and readily available? 

Category: Domain Controller 
Question  Server Core Installation  High  Domain Controller is operating in Core mode? 

Question  Sole Function  High  The domain controller is not operating any other services? 

Question  DC Standardization  High  Domain controller configurations are standardized? 

Question  Local Domain Extension  High  The local domain extension is not externally accessible? 

Question  Required Schema Level  High  Domain is operating on the newest schema? 

Question  Functional Level  High  The functional level of the domain and forest are at the highest level? 

Question  Redundant Domain Controllers  High  Primary site has at least 2 domain controllers for redundancy? 

Question  Time Synchronization  High  All servers are configured and properly synchronizing clocks? 

Question  Remove Old Pointers  High  Pointers to old Domain Controllers are removed? 

Question  Static IP Address  High  Server is assigned with a static IP address? 

Question  Labeling  High  Server is labeled with name, IP address, and role? 

Question  Remove Unnecessary Services High 
Unnecessary services, applications, and network protocols (file and print sharing, web 
services, email services, etc.) are disabled from all production servers? 

Question  Disable Default Accounts  High  Unneeded default accounts are disabled or removed from the server operating system? 
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Question  Operating System  High  Server operating system is not end of life? 

Question  Administrator Operating System Access  High 
Administrator permissions are properly configured for server operating system user 
authentication? 

Category: Active Directory 
Question  Active Directory Best Practices  High  Active Directory is set up and configured based on Microsoft best practices? 

Question  Replication  High  Active Directory replication is working correctly across all domain controllers? 

Question  Group Policy Readability High  Group Policies are named and categorized so that their function can be easily determined? 

Question  Expired Group Policies  High  Out of date Group Policies are regularly reviewed, unlinked, and deleted? 

Question  Inactive User Accounts  High  User accounts that have not been used in last 90 days are disabled? 

Question  Disable Non-Interactive Accounts High 
Server accounts that need to exist, but do not require an interactive login, are disabled with 
their associated passwords? 

Category: Application Server 
Question  Supported Format  Medium  The server is set up in a supported format by the manufacturer? 

Question  Application Support  Medium  The application has a valid support contract? 

Question  Processor Allocation  Medium  The number of processor cores is sufficient for application performance? 

Question  Memory Allocation Medium  
The amount of system memory meets or exceeds the recommended amount by the 
developer? 

Question  Disk Type  Medium  The disk type and free space are configured for performance? 

Question  RAID Configuration  Medium  The RAID configuration is set up for maximum redundancy? 

Question  RAID Type  Medium  The RAID type is configured for maximum performance? 

Question  Remote Access  Medium  DRAC or iLO is configured on this server for remote access? 

Question  Warranty  High  Server has a 4-hour mission critical warranty active, or at minimum, Next Business Day? 

Question  Warranty Expiration  High  Warranty does not expire within the next 6 months? 

Question  Hardware Age  High  Hardware is less than 5 years old? 

Question  Power Supply  Medium  Server has two hot swappable power supplies? 

Question  Hot Swappable Components  Medium  Components are hot swappable? 

Question  Page File  Medium  Page File is manually set for high memory utilization servers? 

Question  Server CPU Performance  Medium  Performance of CPU is 50% or less during business hours? 

Question  Server Operating System  High  Server operating system is not end of life with developer? 

Question  Server Patching  Medium  Server is having remote agent keep server patched to the maximum? 

Question  Antivirus  High  The server has up to date antivirus/antimalware protection installed? 

Question  Static IP Address  High  Server is assigned with a static IP address? 

Question  RMM Monitoring  High  RMM monitoring agent is installed and working properly? 

Question  Application Server Setup  High  Is Server setup per Application Vendor Requirements? 

Question  Live Optics  Low  Has there been a Live Optics test run to Determine the performance of the system? 

Category: File Server 
Question  Shadow Copies  High  Volume Shadow copies are enabled for file shares? 
Question  Free Space  High  Volumes have a minimum of 20% disk space free? 
Question  RAID Level  High  RAID configuration is sufficient with server role? 
Question  DFS Configuration  High  DFS is configured on Windows Server 2012 or higher? 
Question  Remote Access  High  Remote access to file server is limited to those who require it? 
Question  Data Retention and Archiving  Medium  Data archiving is set up to conform with compliance or guidelines? 
Question  Mapped Drives  High  Mapped drives are configured using Group Policy? 
Question  Remote Mapped Drives Medium Remote users with VPN access do not map network drives directly on their non-company-

owned workstation? 
Category: Database Server 
Question  SQL Version  High  SQL version is SQL Server 2012 Service Pack 4 or newer? 
Question  SQL Edition  Medium  SQL Express used in limited capacity? 
Question  Maintenance Plans  Medium  Maintenance plans are scheduled and maintained by a database administrator? 
Question  Volume Layout  Medium  Data and logs reside on different disk volumes? 
Question  SQL Management  Medium  SQL Management studio is installed and functional? 
Question  Credentials  High  SA credentials are known and documented? 

Question  Disk Performance  Medium  Database reside on high performance RAID volume? 

Category: Print Server 
Question  Print Server  Medium  All network printers are shared from the print server? 

Question  Dedicated Print Server  Medium  A dedicated print server exists for a large number of printers? 

Question  Universal Print Drivers  Medium  Network printers use Universal Print Drivers when necessary? 

Question  Printer Management  Medium  Printer management is limited to a security group? 

Question  Automatic Printer Mapping  Medium  Printers are automatically mapped based on user role or location? 

Category: Email Server - On Premises 
Question  Email Access Policy  High  Is a policy in place with guidelines and rules regarding employee email access? 

Question  Mobile Device Policy Medium  
Is a policy in place with guidelines and rules regarding access to email on a mobile 
device? 

Question  User Awareness Training  Medium  Has user awareness training been performed? 

Question  Employee Setup Procedures  High  Account setup procedures are documented for new employees? 

Question  Employee Termination Procedures  High  Account termination procedures are documented for terminated employees? 

Question  Exclusive Role  High  Exchange Server does not share any other roles especially a domain controller? 

Question  SSL certificate  High  A valid SSL certificate is installed on the Exchange server? 

Question  Email Encryption  Medium  An email encryption service is used for compliance? 

Question  Securing the Mail Server Checklist  High  A checklist is used when setting up and securing a mail server onsite? 

Question  
Microsoft Exchange Best Practices 
Analyzer  

Medium 
Microsoft Exchange Best Practices Analyzer shows no problems with the Exchange 
configuration? 

Question  External Open Relay  High  Has the server been disabled as an external open relay? 
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Question  SMTP Default Port 25  High  The default port 25 for SMTP traffic is blocked for incoming and outgoing traffic? 

Question  Backup  High  The Exchange Server is backed up on a recurring basis? 

Question  Business Continuity  High  The Exchange Server is set up for business continuity? 

Question  Exchange Version  High  The Exchange Server version is supported and not at end of life? 

Question  Licensing  High  Exchange and user CALs are properly licensed and documented? 

Question  Exchange Server Updates  High  Are regular updates and service packs applied to the Exchange server? 

Question  User Authentication  High  Do users authenticate with Exchange using Active Directory credentials? 

Question  Spam Filtering Service  Medium  Filtering hardware or a service is in place to block spam email? 

Question  Offsite Email Retention Medium  
A cloud-based mail retention service is configured to retain emails in the event of an 
outage? 

Question  Email client software  Medium  All email software clients are running Outlook 2013 or newer?? 

Question  Email Archiving  Medium  Customer has decided whether or not to use an email journaling service? 

Question  Deleted Items Recovery  Medium  Deleted items recovery is set to 30 days or more? 

Question  SPF Record  Medium  Customer’s SPF record is properly configured? 

Question  Log Isolation  Medium  Transaction logs are written to a separate volume? 

Question  Expansion  Medium  The Exchange server database has enough room for growth over the next 3 years? 

Question  Exchange Aware Backup  Medium  Backup agent or software is Exchange Aware? 

Question  Mailbox Size  High  Are all mailboxes are utilizing less than 75% of their quota size? 

Question  Mailboxes without Quota  High  All mailboxes have quota size assigned to them? 

Question  Attachment Size  Medium  Maximum attachment size is at least 25mb? 

Question  POP/IMAP Disabled  Medium  POP3/IMAP is disabled for mail accounts? 

Question  Daily Online Defrag  Medium  The Exchange database is set up to defrag daily? 

Question  High Availability  Medium  Exchange is configured for High Availability? 

Question  Monitoring  Medium  Server is properly monitored with an RMM agent? 

Question  Mailbox Preservation  Medium  Mailboxes are properly preserved in accordance with offboarding policy? 

Question  Compliance Medium  
The Exchange server is configured to comply with industry-specific compliance 
requirements? 

Category: Email – Cloud Service 
Question  Email Access Policy  High  Is a policy in place with guidelines and rules regarding employee email access? 

Question  Mobile Device Policy Medium  
Is a policy in place with guidelines and rules regarding access to email on a mobile 
device? 

Question  User Awareness Training  Medium  Has user awareness training been performed? 

Question  Employee Setup Procedures  High  Account setup procedures are documented for new employees? 

Question  Employee Termination Procedures  High  Account termination procedures are documented for terminated employees? 

Question  License Management  Medium  Inactive users are not assigned any licenses? 

Question  Mail Archiving Policy  Medium  A policy is established on how to handle mail removal permissions? 

Question  Message Journaling  High  A journaling mailbox is configured for the account? 

Question  Password Policy  High  Passwords are changed on a periodic basis? 

Question  Multi-Factor Authentication  Medium  Multi-Factor Authentication is enabled for user mail access? 

Question  Chat Application  Low  Chat application is deployed and configured on all organization machines? 

Question  Spam Filtering Service  High  Office 365 spam filter is set up and configured? 

Question  License Type  High  The license type is sufficient for the needs of the business? 

Question  Quarantine Emails  High  Users receive an email of items quarantined that can be manually delivered? 

Question  Bandwidth  High  The organization has sufficient internet bandwidth to handle data transfer requirements? 

Question  Outlook Local Cache  Medium  Outlook clients are configured to 6-month cache setting? 

Question  Billing & Renewal  Medium  Billing and renewal is set to automatically bill? 

Question  Unassigned Licenses  Medium  Unassigned licenses do not carry over more than one month? 

SECTION - HARDWARE 

Category: Workstations 
Question  Spare Workstation  Medium  A hot or cold spare workstation is available onsite? 

Question  Spare Peripherals Medium 
Spare peripherals (mice, keyboards, power cords, patch cables, power strips) are readily 
available? 

Question  Operating System Version  High  Workstation operating system is Windows 10? 

Question  Operating System Licensing High  All workstation operating systems are properly activated and using legitimate license keys? 

Question  Operating System Patching High  All workstation operating systems up to date with the latest patches and security updates? 

Question  Processor  Medium  Workstations have a minimum of an Intel Core i5 processor? 
Question  Memory (RAM)  Medium  Workstations have a minimum of 4GB (8GB for power users) of RAM? 
Question  Solid State Hard Drives  Medium  Workstations operate with a Sold State Drive (SSD)? 
Question  Enterprise Machines  High  All workstations are small business or enterprise models? 

Question  System BIOS Security  High  The BIOS password is password protected to prevent tampering? 

Question  BIOS Automatic Startup  Medium  Workstations configured to power on after power has been restored? 

Question  Antivirus  High  All capable workstations protected with up to date antivirus software? 
Question  Host-based Firewall  High  A host-based firewall is active on all workstations? 
Question  Encryption Medium  Workstation hard drives are encrypted using BitLocker or third party software, if necessary? 
Question  Domain Members  High  All workstations connected to the domain? 
Question  UPS Automatic Shutdown Medium UPS devices are configured to gracefully shutdown workstations when on battery after a 

designated amount of time? 
Question  Power Settings  Medium  Hibernate and sleep is disabled on workstations and laptops? 

Question  Patch Management High 
All capable workstation operating systems are maintained using Remote Monitoring & 
Management (RMM) tools to automatically download and install system updates, patches, 
and security updates? 

Question  Folder Redirection  Medium  Folder redirection is enabled? 
Question  Computer Use Agreement  Medium  A computer use policy is in place for users? 
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Question  Media Disposal Policy  Medium  A media disposal policy is in place? 
Question  Setup Checklist  Medium  Is there a standardized checklist for setting up and configuring user workstations? 
Question  Workstation Age  Medium  No workstations older than 5 years? 
Question  Warranty  Medium  Workstation warranty has more than 6 months remaining? 
Category: Mobile Devices 
Question  Mobile Device Use Agreement  High  Is a mobile device use policy or agreement in place? 
Question  Setup Checklist  High  Is there a standardized checklist for setting up and configuring mobile devices? 
Question  Media Disposal Policy  High  Is a media disposal policy in place? 
Question  Operating System Version  High  Mobile device operating systems are up to date and unaltered? 
Question  Antivirus  High  Mobile devices are required to have antivirus installed? 
Question  Internet Only Access  Medium  Personal devices have internet access only when connected to wireless? 
Question  Encryption  High  Are mobile devices encrypted? 
Question  Limited Access  High  Do mobile devices have authentication enabled (PIN, password, thumbprint)? 
Question  Mobile Device Management  High  Are mobile devices managed using Mobile Device Management (MDM) tools? 
Category: Mobile Data Terminals (MDTs) 
Question  MDTs Usage Agreement  High  Is there an MDT usage policy or agreement in place? 
Question  Setup Checklist  High  Is there a standardized checklist for setting up and configuring MDTs? 
Question  Operating System Version  High  MDT operating systems are up to date and unaltered? 
Question  Antivirus  High  MDTs devices are required to have antivirus installed? 
Question  Encryption  High  Are MDTs encrypted to FIPS 140-2 standard? 
Question  Two-Factor Authentication  High  Do MDTs utilize a minimum of two-factor authentication? 
Question  Military Grade  High  Do MDTs meet ISO 7637 and or MIL-STD-810 standards? 
Question  Hardware Age  High  Are the MDTs less than 5 years old? 
Question  Mobile Device Management  High  Are MDT devices managed using Mobile Device Management (MDM) tools? 
Category: Printers/Copiers 
Question  Printer Support Contracts  Medium  Large printers have a valid support contract? 
Question  Scan Destination  Medium  Large printers have scan to file and/or scan to email configured? 
Question  Labeling  Medium  Printer is labeled with name and IP address? 

Category: Video Conferencing 
Question  Video Conference Usage  Medium  Is there a Video Conference usage policy in place? 
Question  Equipment Identification  Medium  Is equipment labeled with name and IP address? 
Question  Application Version  Medium  Application version is still supported by the vendor? 
Question  Application Support  Medium  The application has an active support contract? 
Question  Hardware Support  Medium  The hardware has an active support contract? 
Question  Documentation  Medium  Documentation is up to date and easily accessible? 

SECTION - SOFTWARE 
Category: Business Applications 
Question  Application Support  Medium  The applications have active support contracts? 
Question  Application Version  Medium  Application version is still supported by the vendor? 
Question  Documentation  Medium  Documentation is up to date and easily accessible? 
Question  Recommended Specifications  Medium  The application operates on the vendor recommended workstation/server specifications? 
Question  Business Requirement  Medium  The application meets business requirements? 
Question  Remote Accessibility  Medium  The application is available remotely for those users who need access? 
Question  Compatibility  Medium  Application is fully compatible with existing environment? 
Question  User Training  Medium  Users have received proper training on the application? 
Category: Microsoft Office 
Question  Client Software  High  Microsoft Office 2013 or higher is installed on all workstations? 
Question  Licenses Documented  High  Proof of licensure can be presented in the event of an audit? 
Question  End User Training  Medium  Users are aware of online training and self help options? 
Question  Office 365  High  Customer purchases software through Office 365? 
Question  Installation Media  High  Media is stored on customer servers for quick installations? 
Question  Inactive Licenses  Medium  Inactive licenses are not older than 30 days? 

SECTION – BUSINESS CONTINUITY 
Category: Environmental 
Question  Fire Suppression System  High  Fire suppression or fire extinguishers are in place? 

Question  Air Conditioning High  
Are environmental controls in place, such as air conditioning, to prevent component 
failure? 

Question  Temperature Control  High  Air conditioning in the server room is on a separate zone? 

Question  Temperature Monitoring  Medium  Monitoring of temperature and humidity is configured? 

Category: Power Management 
Question  Backup Generator  Medium  Is a backup power generator present for critical server infrastructure? 
Question  Uninterruptible Power Supply (UPS)  High  All servers are plugged into a battery backup? 
Question  UPS Automatic Shutdown High UPS devices are configured to gracefully shut down servers when on battery after a 

designated amount of time? 
Question  BIOS Automatic Startup  High  Servers are configured to automatically startup when power is restored? 
Question  UPS Management Modules  High  UPS IP management modules installed in virtual hosts and physical servers? 
Question  Battery Backup  High  All LAN and WAN hardware protected by UPS? 
Question  UPS Alerting  High  UPS alerts are configured and working? 
Question  UPS Sizing  High  UPS devices are properly sized for load? 
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Question  Power Protection High  Workstations are plugged into a surge suppressor, at minimum, and not directly into the 
wall? 

Question  Redundant Setup  High  Servers with dual power supplies are properly split between two UPS devices? 
Question  Extended Power Outage  High  Procedures are in place on how to handle extended power outages? 
Question  Restart Checklist  High  Procedures for a system restart is documented? 
Question  Warranty  High  UPS warranty does not expire in the next 6 months? 
Category: Local Backup 
Question  Server Backup Procedures  High  Current backup procedures and configuration of the backup system are documented? 
Question  Server Data Backup Policy  High  Does a policy exist documenting which IT systems are backed up and which are not? 
Question  Server Data Backup Policy Review High The data backup policy is periodically reviewed and updated to reflect any moves, adds, or 

changes to the environment or requirements? 
Question  Critical Hardware & Software  High  A list of critical hardware and software is documented? 
Question  Backup Test Restore Frequency  High  Are backup files tested at least once per year? 
Question  Recovery Point Objective (RPO) High  Has a Recovery Point Objective that meets the business need and compliance 

requirements? 
Question  Recovery Time Objective (RTO) High  Has a Recovery Time Objective that meets the business need and compliance 

requirements? 
Question  Backup Success Rate  High  Do backup jobs have at least a 95% success rate? 
Question  Backup Failure Notifications  High  Are notifications configured when a failure occurs? 
Question  Backup Media  High  Server data is backed up to a modern, fault tolerant repository? 
Question  Image-based Backup  High  Are server volumes backed up as disk images? 
Question  File-based Recovery  High  Individual files and folders are able to be restored from the image? 
Question  Backup retention  High  Backup retention is configured per end user requirements? 
Question  Onsite Data Backup Frequency  High  Are local server backups scheduled to occur at least once per day? 
Question  Backup Encryption  High  Server backups are encrypted with AES 256 bit encryption at minimum? 
Question  Server Data Backup Legal 

Requirements  Medium Is a policy in place dictating what data is and should be backed up on a regular basis due 
to Federal, state, or international laws and regulations?? 

Question  Server Data Backup Litigation 
Requirements  Medium Is a policy in place dictating what data is and should be backed up on a regular basis due 

to litigation requirements? 
Question  Instant Virtualization  Medium  Backup solution can instantly virtualize the last backup into a functioning server? 
Question  Exchange Aware Backup  Medium  Backup agent or software is Exchange Aware? 
Question  SQL Aware Backup  Medium  Backup agent or software is SQL Aware? 
Question  Active Directory Backups  High  Critical portions of Active Directory are backed up? 
Category: Offsite Backup 
Question  Offsite Data Backup  High  Server data is replicated offsite? 
Question  Offsite Data Backup Frequency  High  Server data offsite replication is scheduled to occur at least once per day? 
Question  Offsite Transmission Encryption  High  Server backups are transmitted over an encrypted connection to their off site repository? 
Question  Offsite Storage Encryption  High  Data is stored in an encrypted state in remote data centers? 
Question  Internet Bandwidth  High  Sufficient bandwidth exists to transmit data offsite in a reasonable amount of time? 
Question  Geographic Location  High  Offsite data is stored in redundant, geographically separate data centers? 
Question  Business Continuity Testing (OLD DR 

Question)  High  Are procedures in place for periodic Business Continuity testing? 

Category: Planning 
Question  Business Continuity Testing  High  Are procedures in place for periodic Business Continuity testing? 
Question  Business Continuity Plan  High  A BCP has been established, documented, and signed by the point of contact? 
Question  Business Continuity Location High  A secondary location (hot, warm, cold) has been established to ensure business 

continuity? 
Category: Documentation 
Question  Licensing Information High  Are all licenses, product keys, and activation codes consolidated into a central repository? 
Question  Physical Media  High  All copies of physical media are consolidated into a central repository? 
Question  Asset List High List of all assets (hardware, software, licensing, addresses, and so on) is compiled and 

available? 
Question  Asset Management Frequency  High  List of assets is periodically updated to reflect changes to an environment? 
Question  Asset Management System  High  Is a system in place to manage assets? 
Question  Visio Documentation  High  Visio documentation is available and updated every 3 months? 
Category: General Info 
Question  Number of Business Locations  Low  Number of business locations and where? 
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The Framework provided by NIST assists in determining which areas are most important to focus on to 
manage and minimize cyber security risk, protect critical infrastructure, and protect your assets. This 
framework also helps prioritize investments and maximize the impact of each dollar spent on cybersecurity. 
 

OceanWATCH uses a risk-based approach to protecting our clients from a cyberattack to help you determine 
what cybersecurity investments are adding value to your organization.  
 

The NIST framework is broken down into 15 core areas that if not correctly addressed, present a risk or 

vulnerability to your organization. We leverage leading processes and solutions which will increase your 

protection and reduce your risk 
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The following table shows the targets of response and resolution times for each priority level:  

Trouble  Priority 
Response 

time 
(in hours) 

Resolution 
time 

(in hours) 

Escalation 
threshold 
(in hours) 

Services Not Available  
(all users and functions unavailable) 

As needed 
Within  
2 hours 

ASAP -  
Best Effort 

2 hours 

Significant degradation of service 
(Large number of users or business critical functions affected) 

As needed 
Within  
4 hours 

ASAP -  
Best Effort 

8 hours 

Limited degradation of service 
(limited number of users or functions affected, business process can continue) 

Ongoing 
Within  

24 hours 
ASAP -  

Best Effort 
48 hours 

Small service degradation 
(business process can continue, one user affected) 

Ongoing 
Within  

48 hours 
ASAP -  

Best Effort 
96 hours 

Service not available  
(all users and functions unavailable) – After Hours 

As needed 
Within  
4 hours 

ASAP -  
Best Effort 

8 hours 

 

The response, resolution and escalation times are provided to demonstrate a framework to bring different severity problems 
to resolution within the least amount of time. It is not intended to show the amount of time before a problem is addressed or 
escalated.  

 

 OceanWATCH Support Tiers - The following details and describes our Support Tier levels: 

Tier 1 Support 
All support incidents begin in Tier 1, where the initial trouble ticket is created, the issue is identified, and 
clearly documented, and basic hardware/software troubleshooting is initiated.  

Tier 2 Support 
All support incidents that cannot be resolved with Tier 1 Support are escalated to Tier 2, where more complex 
support on hardware/software issues can be provided by more experienced Engineers.  

Tier 3 Support 
Support Incidents that cannot be resolved by Tier 2 Support are escalated to Tier 3, where support is 
provided by the most qualified and experienced Engineers who have the ability to collaborate with  
3rd Party (Vendor) Support Engineers to resolve the most complex issues.  

 

 OceanWATCH Support Flow Process 

INITIAL PROCESS 

1. Support Request is received 
2. Trouble Ticket is created 
3. Issue is identified and documented in Help Desk system 
4. Issue is qualified to determine if it can be resolved through Tier 1 Support 

Support Level Description 

Tier 1 Level: 
issue being 
resolved through 
Tier 1 Support 

1. Level 1 Resolution - issue is worked to successful resolution 
2. Quality Control –Issue is verified to be resolved 
3. Trouble Ticket is closed, after complete problem resolution details have been updated in Help Desk system 
4. If issue cannot be resolved through Tier 1 Support, escalated to Tier 2 

Tier 2 Support: 
issue being 
resolved through 
Tier 2 Support 

1. Level 2 Resolution - issue is worked to successful resolution 
2. Quality Control –Issue is verified to be resolved 
3. Trouble Ticket is closed, after complete problem resolution details have been updated in Help Desk system 
4. If issue cannot be resolved through Tier 1 Support, escalated to Tier 3 

Tier 3 Support: 
issue being 
resolved through 
Tier 3 Support 

1. Level 3 Resolution - issue is worked to successful resolution 
2. Quality Control –Issue is verified to be resolved 
3. Trouble Ticket is closed, after complete problem resolution details have been updated in Help Desk system 

4. If issue cannot be resolved through Tier 3 Support, escalated to Onsite Support 

Onsite Support: 
issue being 
resolved through 
Tier 3 Support 

1. Onsite Resolution - issue is worked to successful resolution 
2. Quality Control –Issue is verified to be resolved 
3. Trouble Ticket is closed, after complete problem resolution details have been updated in Help Desk system 

NOTE: Support will determine and escalate to subsequent Tiers as the situation merits.  

For example, Tier 1 support will escalate directly to Tier 3 or onsite. 

  

OceanWATCH  

Response & Resolution / Support Flow 
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DESCRIPTION FREQUENCY SERVICE INCLUDED 

Help Desk and Remote Management 

Access to ConnectWise Ticketing System Ongoing Yes 

Assign dedicated account manager Ongoing Yes 

Create, manage, and update technical documentation Ongoing Yes 

Remote network management 24x7 Yes 

Remote server management 24x7 Yes 

24x7x365 network monitoring  Yes 

Quarterly Review 

Provide Quarterly Service History Reports Quarterly Yes 

Provide and review technology consulting & Planning services Quarterly Yes 

Provide Quarterly Trending Reports Quarterly Yes 

Recommend areas of improvement for better user experience Quarterly Yes 

Servers & Workstations 

Proactively Monitor & Manage Servers for uptime and availability Ongoing Yes 

Help Desk Support (7:00am – 5:00pm / Monday – Friday) As needed Yes 

Support Microsoft Supported operating systems As needed Yes 

Support Manufacture Linux operation systems As needed Yes 

Support Microsoft supported office applications As needed Yes 

Onsite support for issues that cannot be resolved remotely As needed Yes 

24x7 On-site Emergency Support – Critical Issues As needed Yes 

Manage Server and Workstation Anti-virus updates Ongoing Yes 

Manage Active Directory account policies Ongoing Yes 

Monitor Active Directory replication Ongoing Yes 

Monitor critical Windows Server Services Ongoing Yes 

Reboot servers if needed As needed Yes 

Update Server Hardware Firmware  As needed Yes 

Scheduled off time server maintenance As needed Yes 

Install supported Operating System Service Packs and Patches – Workstations Monthly Yes 

Install supported Operating System Service Packs and Patches – Servers Quarterly Yes 

Install Critical Operating System Service Packs and Patches  Ongoing Yes 

Set up/maintain Active Directory groups (accounting, admin, printers, sales, warehouse, 
etc.) 

As needed Yes 

Alert Client to critical conditions, failures, patches Ongoing Yes 

Monitor Memory Usage to maintain uptime and performance Ongoing Yes 

Monitor Hard drives for failures that can cause outages Ongoing Yes 

Monitor and manage Hard drive disk space Ongoing Yes 

Monitor Server resources for failures or outages Ongoing Yes 

Monitor Network Cards for unusual collision activity Ongoing Yes 

Mobile Phone Support for email and Microsoft Authenticator As needed Yes 

 

 

 

 

 

 

 

 

OceanWATCH  

Deliverables 
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Backup & Disaster Recovery 

Monitoring success of daily backup Ongoing Yes 

Check and validate status of backups procedures Ongoing Yes 

Manage, optimize and maintain replication Ongoing Yes 

Targeted test restores of backup data Yearly Yes 

Security 

Performance monitoring/capacity planning As needed Yes 

Monitor Internet availability Ongoing Yes 

Check and Manage firewall logs for errors, critical issues, or threats If applicable Yes 

Remote Firewall Management and updates                  Ongoing Yes 

Confirm that antivirus definition auto updates have occurred on devices If applicable Yes 

Confirm that antispyware updates have occurred on devices Ongoing Yes 

Create new directories, shares and security groups, new accounts, disable/delete old 
accounts, manage account policies 

As needed Yes 

Manage Server Permissions and file system management Ongoing Yes 

Set up new users, including login restrictions, passwords, security, applications As needed Yes 

Assist with on-boarding and off-boarding users As needed  Yes 

Manage, maintain, and remediate SSO and MFA Ongoing Yes 

Self Service Password 
Reset Service 

Ongoing Yes 

Automated Password rotation, identify management and account unlocks. Ongoing Yes 

Manage, maintain, and remediate SSO and MFA Ongoing Yes 

DarkWeb Monitoring 
Monitoring at no extra cost. This service will help identify, analyze and proactively 
monitor for compromised or stolen user credentials and data. 

Ongoing Yes 

End User Security and Awareness Training 
Guards against social-engineering threats with quarterly simulation and training for 
employees. Exposing them to the latest attack techniques and teach them to recognize 
the subtle clues and help stop email fraud, data loss, and brand damage. 

Ongoing Yes 

Set up and change security for users As needed Yes 

Remediation of Viruses and Malware  As needed Yes 

Remediation of breach of systems or malware encryption As needed No 

Core Network 

WAN / LAN Network Monitoring (Auvik) 
The software provides instant visual insight into the infrastructure networks and 
automates complex and time-consuming network management tasks. 

Ongoing Yes 

Manage network connectivity to firewalls, wireless and related services Ongoing Yes 

Maintain network connectivity, manage vlans, QoS and manage VPNs. Ongoing Yes 

vCIO Services 

Conduct a full audit of the client’s environment  Ongoing Yes 

Understand business goals and align with IT services Ongoing Yes 

Identify the challenges they are facing in their key drivers  Ongoing Yes 

Develop a dynamic technology roadmap Ongoing Yes 

Conduct yearly and quarterly technology and security reviews  Ongoing Yes 

 

  

OceanWATCH  

Deliverables (con’t) 
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Onboarding & Assessment 
The Initial onboarding of the City of Glen Cove will start with the deployment of tools and assessments that 

will allow Ocean Computer Group, Inc. to assess the present state of the network, create baseline 

documentation and lay the groundwork for the first 90 days. Listed below is our approach and tools that will 

be deployed to accomplish this: 
 

Installing and configuration of OceanWATCH management tools: 

 

CONNECTWISE 

▪ ConnectWise is used as our ticketing system to document all details of projects, requests, and 

issue resolution.  

▪ Automates helpdesk 

▪ Maintains Collaboration and Communication Across Departments and Teams  

▪ Powerful reporting for all your projects 

KASEYA 

▪ Kaseya is used by our team to perform Remote Management and Monitoring that allows them 

to perform many tasks as if they were on-site. Some of these may include: 

• Access to diagnose and remediate issues  

• Install software and administer upgrades  

• Patch management for workstations and servers 

• Proactively alert impending events 

AUVIK 

▪ Through Auvik we have a real-time map of your network that proactively notifies us and allows 

us to remediate items quickly.  Capabilities of this application are: 

• Automated inventory, that creates a profile for every device on a network. 

• Network documentation, showing how everything on a network is connected.  

• IP address management, providing a list of all the IP addresses currently in use and which 

devices are using them.  

RAPIDFIRE 

▪ A complete set of IT assessment, documentation, and reporting tools. Tools for IT compliance 

process automation. Tools for insider Cyber threat detection and alerting.  

• Network Detective 

o IT Assessments Made Fast & Easy. 

o Run Non-Intrusive IT Assessments On-Site, in less than an hour. 

o Capture Threat Assessment (CTA) 

▪ The CTA will identify any internet traffic or potential threats that are evading the 

current firewall implementation.  The CTA will also identify internet user behavior 

that should be addressed. 

o Live Optics 

▪ Live Optics is an online software utilized to collect, visualize, and share data about 

your IT environment and workloads. Live Optics provides data analysis to help us 

understand our workload performance, so that we can simplify discovery and have a 

mutual understanding of project requirements. 

Onboarding Milestones: 

First 90 Days 
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1. Meet with the City of Glen Cove Stakeholders 

 

2. Evaluate and Document current Backup strategy 

 

3. Lock down / change Administrative usernames and passwords 

 

4. Create and implement patch strategies and schedules 

 

5. Create up to date network diagram 

 

6. Setup secure password database using Passportal 

 

7. Implement Help Desk and ticket resolution escalation 

 

8. Setup and Communicate help desk process 

 

9. Review and document Antivirus  

 

10. Active Directory 

• Determine health 

• Remove or disable inactive accounts 

• Review password policy  

• Review Group policies 

• Validate Admin access 

 

 

 

11. Document manufacturer support contracts 

 

12. Perimeter Security 

a. Capture threat assessment (CTA) 

b. Document remote access 

c. Document topology and implementation 

 

13. Email 

d. Evaluate effectiveness of Spam and malware protection 

e. Evaluate effectiveness of Advanced threat protection 

f. Backup Status 

g. Archiving Status 

 

14. Meeting with the City of Glen Cove to review the findings and discuss recommendations.  

 
 

Onboarding Milestones: 

First 90 Days (con’t) 
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During the first 12 months of working with the City of Glen Cove the objectives are to work 

with the Stakeholders to: 

  

1. Successfully complete onboarding and assessments. 

 

2. Successfully define lines of communication between the City of Glen Cove and  

Ocean Computer Group, Inc. 

 

3. Meet with the City of Glen Cove Stakeholders to understand needs and business initiatives. 

 

4. Work with and educate the City of Glen Cove endusers on how to obtain service. 

 

5. Plan and implement patching schedule. 

 

6. Identify any areas where the City of Glen Cove IT infrastructure does not meet standards. 

 

7. Work with the City of Glen Cove Stakeholders to remediate these areas. 

 

8. Perform quarterly vCIO reviews. 

 

9. Work with the City of Glen Cove Stakeholders to define any planned projects. 

 

10. First 12 months review. 

 

11. Work with the City of Glen Cove Stakeholders to define projects and business initiatives 

for the next 12 months. 

 

 

 

 

  

Onboarding Milestones: 

First 12 Months 
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The City of Glen Cove is seeking a qualified vendor to provide Information Technology Managed 
Support Services.  

 

Location(s) of Services: 
 

City of Glen Cove 
9 Glen Street 
Glen Cove, NY 11542 
 

 

Following is our monthly agreement pricing: 

INFORMATION TECHNOLOGY (IT MANAGED IT SERVICES) 

 DESCRIPTION / AGREEMENT DURATION 
MONTHLY RECURRING CHARGE 

(All-Inclusive)* 

 Monthly Charge $7,000.00/per month charge 

 One-time Onboarding Fee $3,500.00 (one-time) 

 
*NOTE: All-inclusive charge includes onsite service when necessary/required, travel charges, mileage, and tolls. 

 

OUT-OF-SCOPE WORK (PROJECT-BASED SERVICES AS NEEDED) 
 DESCRIPTION HOURLY CHARGE 

 Hourly Rate for Project-based Services*** 
(handled during normal business hours) 

$165.00/per hr. 

 

NOTE: It is understood that all services requested by the City of Glen Cove that fall outside of the terms of this Agreement will be 
considered projects, and will be quoted and billed as separate, individual services.  
 
 

***Pricing discounted from $185.00/per hour to $165.00/per hour 

 

 

 

Pricing 
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